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The advent of quantum computers and the exponential speed-up of quantum computation will render classical cryptosystems 
insecure, as that can solve current encryptions in minutes, resulting in a catastrophic failure of privacy preservation and data 
security. Through the standardizing of quantum-resistant public-key cryptography algorithms, the National Institute of 
Standards and Technology (NIST) is evaluating potential candidates to thwart such quantum attacks. In this talk, 
countermeasures against fault attacks are proposed to secure various lattice-based cryptosystems, one of the most promising 
post-quantum cryptosystems. Fault detection architectures for crucial building blocks of lattice-based cryptosystems, i.e., 
number-theoretic transform, ring polynomial multiplication, and ring learning with error are introduced. Moreover, the 
secure hardware architecture of post-quantum key encapsulation mechanism SABER and the signature scheme Falcon are 
explored. The proposed architectures can also detect natural faults, caused by device malfunctions, which are crucial to 
proper functionalities of sensitive and secure deeply-embedded systems with stringent constraints. 
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