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This thesis presents a new security policy enforcer designed for securing parallel computation on CUDA GPUs. We
show how the very features that make a« GPGPU desivable have alveady been wiilized in existing exploits, fortifving the need
for security protections on a GPGPUL An aspect weaver was designed for CUDA with the goal of utilizing aspectoriented
programming for security policy enforcement. Empirical testing verified the ability of our aspect weaver to enforce various
policies. Furthermore, a performance analysis was performed to demonstrate that using this policy enforcer provides no
significant performance impact over manual insertion of policy code. Finally, future research goals ave presented through a

plan of work. We hope that this thesis will provide for long term research goals to guide the field of GPU security.
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