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IoT systems often rely on low-end devices to send measurements to other parties, and depending on the setting, unauthorized alteration and/or privacy 

violation of these measures can have catastrophic consequences (e.g., embedded medical sensors). Therefore, providing efficient authentication, integrity, 

and confidentiality in these settings is vital.   While conventional cryptographic measures (e.g., ECDSA) can be used to meet these security requirements,  

despite their elegant design, they are often too computationally expensive for low-end devices. This is further exacerbated when security against quantum 

computers is taken into the account.   

In this work, we propose a series of new efficient conventional and post-quantum cryptographic schemes to meet the stringent requirement of such IoT 

systems. Our proposed schemes provide high efficiency as compared to their existing counterparts. In this talk, we present new identity-based and 

certificateless cryptosystems that lift the burden of certificate (chain) communication and verification, which might be too costly for some IoT system. 

The new systems, aside from being more efficient than their counterparts, provide compatibility to enable users from different domains (identity-based or 

certificateless) to communicate seamlessly. Additionally, in a step toward a fully post-quantum secure blockchain, we propose a new proof-of-work 

(PoW) protocol that minimizes the advantage of a quantum miner, as compared to a classical one. The parameters of the new PoW are easy to fine tune 

to adjust its difficulty. 
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