PCI DSS SAQ C Notes:   
Steps to complete the questionnaire

1. Review the questions.
2. If you can answer Yes to all the questions, then you are compliant.

3. If you are not compliant, then we will need to evaluate whether you need to complete the steps for Part 4 Action Plan for Non-Compliant Status.

Understanding the Intent of the Requirement
Anti-Virus Protection

Requirement
1.4 Install personal firewall software on any mobile and/or employee-owned computers with direct connectivity to the Internet (for example, laptops used by employees), which are used to access the organization’s network.
Guidance

If a computer does not have a firewall or anti-virus program installed, spyware, Trojans, viruses, worms and rootkits (malware) may be downloaded and/or installed unknowingly. The computer is even more vulnerable when directly connected to the Internet and not behind the corporate firewall. Malware loaded on a computer when not behind the corporate firewall can then

maliciously target information within the network when the computer is reconnected to the corporate network.

Questions related to anti-virus mechanisms. 
USF provides anti-virus software for USF staff, faculty, and students capable of meeting this requirement.  The Symantec icon 
Each USF employee should check to see that the GREEN DOT is present on their PC, at work and at home.  This GREEN DOT indicates that Endpoint Protection successfully connected to the Symantec Endpoint Protection Manager. If it is not present, please contact your IT support as soon as possible for assistance in meeting this requirement
